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Introduct ion

Printer Activity Monitor is a software product for monitoring the efficiency of your company's printer
usage. With Printer Activity Monitor you can find out which documents are printed on each of the
selected printers, which employees use printers traféen, the number of pages printed, the computer
ordering the printing, etc.

Printer Activity Monitor benefits:

1 the software allows to control all the company's printers centrally;

9 the software helps to detect and terminate the attempts of the empl®y/asuse office printers
for personal reasons;

91 the software really helps you to cut your expenses;
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9 the software is extremely eagp-use and allows to start controlling printers within anute
after installation;

9 the software allows to make a large number of reports and charts that reflect printers usage
efficiency;

9 the software contains special tools to automate the process of creating and sending the printers
usage reports to the desigited staff;

9 the software allows to browse the images of documents in print;
9 the software specifies accurately the number of printed pages and the number of copies.

No office can work without printers. The bigger the company is, the more printers it usis, a
correspondingly the higher printing infrastructure costs are. The employees who use the office printers
for personal needs form a considerable share of these costs. Printer Activity Monitor software is
designed to help solving this problem.

The softwareconsists of three units:

The Agent is a system service, which permanently runs in memory and collects the data on finished
LINAY (G 2206ad ¢KS 1'3Syid Aa AyaidlffSR SAGKSNI G2 {F

Data Center; is a system service, \dh receives data from the agents and accumulates it in the
database.

Management Consoleis a snagn for Microsoft Management Console, designed to administrate the
software and audit printing.
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Program features

9 integration with Active Directory;

1 compatibility with Terminal Services;

1 compatibility with Microsoft Cluster Server;

1 managing all application modules remotely;

1 working with an unlimited number of printers;

9 installing all application modules separately;

9 intercepting the images of printed doments;

9 independent of printer types and their manufacturers;

1 has task scheduler for automating the creation and delivery of reports.

91 possibility to use SQLite, MS Access, MS SQL, MySQL or PostgreSQL as data storage;

9 detecting exact print job properties: ¢hnumber of copies, the number of printed pages and so
on

1 allows generating a great number of reports and diagrams reflecting the efficiency of your
printer usage;

9 reduces your printing expenses;
1 monitoring printers in an organization in a centralized way;

1 helps prevent attempts to use the office printers for employees' personal use;

System Requirements

These system requirements are valid for all computers application modules will be installed on:
1 Windows 2003/2008/XP/Vista (32 bit)
1 512 MB RAM

The softwae does not run under Linux, Windows NT 4.0 and the Windows 95/98 family



Management Console

All operations related to configuring and monitoring the application are performed in the management
console. It is implemented as a Microsoft Management Corswdgin most administrators are familiar
with.

You can install the console on any network computer. Two or more administrators can configure agents
and the data center simultaneously from different computers. By default, the data center is not
available fo remote management for security reasons. To permit it, you should connect to the data
center from the same computer where it is installed and enable remote management by specifying the
security login and password.

The console allows you to perform thelfaking operations:
9 installing/removing/starting/stopping agents on remote computers
1 managing virtual printers on a certain computer
1 monitoring the status of agents
9 viewing information about events and errors occurring in every application module

ﬂ viewing tre images of printed documents and print job properties. The computer must have

some PDF Viewer installed on it for you to be able to view document images

9 configuring the data center

1 backing up and restoring configuration



Data Center

A data center is aystem service that can be installed on any network computer. It is used to store the
configuration of agents and the entire information received from them: document images, information
about print jobs and so on. Also, this module is used to generatet®pad add information about

print jobs to the database.

Since this module is supposed to manage large amounts of data (images, database), you should conside
running it on a dedicated computer. However, it is not a requirement: the data center, the r@ia®sg
console and the monitoring agent can run on one computer without any problems.

Several data centers can be installed in one network, each of them can store a separate variant of
configuration. Correspondingly, the console allows you to connect talateycenter by the computer

name it is running on or by its IP address. The address of the active data center is displayed in the tree in
parentheses next to the Data Center label.

e TN L e T

= [J Data Center(localhost)
' Configuration

— B Tem hlanba s e
After you connect to a data center, you can monitor the status of memigpagents, view the images of
printed documents and print job properties in the console.

You should note one important thing: the management console cannot operate without a running data
center. When you install monitoring agents from the console cotetkto a certain data center, agents
are linked to the current data center. Therefore, they can send data and images only to it. To link an
agent to another data canter, you should first remove it (agent) and install it again while being
connected to the rw data center. After that the agent acquires a new host and starts sending
documents to it.



Agents

The principle of data collection has been modified most of all. In the previous versions of the program
data collection was based on notifications re@elirom the print spooler and also on the SPL files of
images it creates. This mechanism has a considerable advantage: there is nho need to configure anything
It is enough just to install the program, select a printer and data will be collected. Attleaiss,the way

it is supposed to be. However, life is known for making its corrections. The same happened to Printer
Activity Monitor. In real life, the program started to experience problems getting valid data from the
print spooler. The print spooler spped invalid information. As a result, reports could seriously differ
from actual data: copies did not coincide, zero or enormously large number of printed pages could
appear, the names of printed documents were not what they actually were and, finattyneent

images were not visible. Of course, all that occurred far from all the time, but as soon as the problems
emerged, it was impossible to solve them because very often it was the printer driver developers' fault
they just ignored the driver specifiions.

All that made us revise our approach to data collection and implement mechanisms that make it

possible to get 100% precise information about print jobs.

We came down to two methods: collecting data directly on the user computer and virtual printers

Collecting Data on Workstations - Client Side Monitoring

This mode implies installing the agent on the user computer print jobs are directly sent from. In this
case, it does not matter what printers are used for printing: local, shared (printers plysarated on
another computer but having a shared access), network (connected directly to the local area network of
the organization). The agent intercepts information about the print job directly from the application it is
sent from. It allows us to & assured that all job properties will be always detected correctly and the
document image will be always correctly intercepted and saved.

Besides, this method makes it possible to get additional job properties, such as the process name of the
applicationthe print job was created in: Microsoft Word, Excel, Internet Explorer and so on.

So, the Client Side Monitoring mode must be activated on those agents that are installed on computers
users physically sit at and print documents from.



Collecting Data on Print Servers - Server Side Monitoring

If it does not make sense to install agents on client computers or it is impossible for some reason, you
can install the agent on the print server and activate the Server Side Monitoring mode. This mode has
been degjned for those cases when the program is installed on print servers where shared printers
used by all network users are installed, but from which no printing is done. That is, the user neither sits
at this computer nor generates print jobs from it.

Unfortunately, it is not enough just to activate this mode. The agent does not monitor any printers
installed on the print server. It monitors only virtual printers created by it.

A virtual printer is a regular Windows printer whose main purpose is to intercpghgjob sent by the

user and redirect this job to the physical printer. This printer differs from a regular one in no other way.
You can use it for printing, you can share it on the network, you can publish it in the Active Directory,
you can assign aess rights to it and so on.

Thus, to be able to control a printer installed on the server, you have to create a virtual duplicate printer
for it and make users use it for printing instead of the original physical printer. After receiving a print
job, the vrtual printer automatically generates a job and directs it to the physical printer. Of course, it
saves the image of the document and all job properties before that.

You should follow these rules while creating virtual printers:
1 create a virtual printerrbom the management console using a special wizard
9 edit the parameters of virtual printers and delete them also using this wizard

1 before you remove an agent from the print server, delete all virtual printers created with it and
restore the status of physitarinters. You should use the same virtual printer wizard for that

9 one virtual printer can direct print jobs to one printer only

9 several virtual printers can direct jobs to one and the same printer

9 avirtual printer can direct jobs to another virtual piéin created earlier

9 avirtual printer completely copies the properties of its printer and supports all its features

9 if the agent switches to th8toppedstatus or the Server Side Monitoring mode is disabled in its
settings, virtual printers will continuetexist and to operate. But data and document images
will not be collected in this case. Physical printers continue printing in the regular way and the
office continues its work.



Comparing the Client Side Monitoring and Server Side Monitoring Modes

Client Side Monitoring Server Side Monitoring
Print job interception Client computer Print server
Installing the monitoring agent on every client | Yes No
computer
Reconfiguring the existing printing infrastructury No Yes
Getting document images Yes Yes
Getting the name of the process the printjob | Yes Yes
was created in
Exact information about the number of printed | Yes Yes
pages and other job properties

You can see from the table that both modes are the same concerning the features and differ thiely i
way they are installed, configured and run. Each administrator must choose the variant that suits his
network best. Keep in mind that you can combine both methods for a more flexible approach to the
problem of the application configuration.



Agents Management

All operations of installation, deleting and configuring the agents may be performed remotely in Agents
Management console section.

Agents Management Tasks || Help

Computers Tasks

= Add Computers

=i Delete Selected Computers
X Delete all Computers

Agents Tasks
2, Accounts

.13 Uninstall Agents
fes) Stop Agents

Monitoring Tasks

Al AgentsEvents
i Agents Settings

Related Tasks
A Edit Filter

@ Export List

(3) Import List

To start working with the section you should specify the list of computers, to which the agents are to be
installed. To do it, select «<Add Computers».

Add Computers Wizard £

Add Computers

Choose a way to adding computers.

{” Enter computer names

Choose this option if you want to enter computer names manually or load them from text file.

{~ Import from Active Directory
Choose this option if you use domains in your network and want to export computer names from
Active Directory.

i* Scan network

Choose this option if you want to scan your network for online computers,

< Back Mext = Cancel

The popup dialog will help make several simple steps and set the range of addresses of the local area
network, to which the agents will be installed later.



Add Computers Wizard A

Add Computers

Scan network for online computers.

Metwork scanning method:

— TCPfIP Settings
Request type: |1cMP Request |
First IP: [192.168.0.1
Last IP: [192.165.0.254
Reguest time out (ms): I 1000

« Back Mext = Cancel

To successfully install the agent on a remote computtez program administrator should have local
administrative privileges on the remote computer. If a domain network is used, that is usually a Domain
Administrator. If no domains are used, then logins and passwords for access to each remote computer
are required.

The Accounts dialog is designed for this purpose.



Connection Accounts | fdress I Client Side Moni... I Server Side Monito
e —— | Dizabled ¥ Enabled
Manitored wvirtual |
— Account with Administrative Privileges (= [virtual] Canor
Login: I.ﬁ.dminish'ab:r Browse... | (= [virtual] M5 Co
Password: I““““
Account must have administrative privileges on REMOTE computers
| Additional Accounts... I
Additional Accounts ]
Accounts |
Host Mame | Account | |
1M REDLIMNE . Redine

I@ Master login and password are us g Wi Administrator

L. 4 direct connections to a computers

—  monitoring agents. Usually this is;
password. If you do not use dom:
"Additional Accounts™ dialog and 5

waorkstation in your workagroup.

Detailed information and frequent

Add... | Edit... | Remove |

QK I Cancel |

As is seen from the figure, it is possible to specify a single master login and password as well as several
additional accounts, which will be used to install the agents on the corresponding terspu



Installing Agents

To install the agent select the list of computers, on which you want to install the agent, and click «Install
Agents».

Install Agents k|

Install Agents

Choose modes which should be enabled during agents installation.

[~ Enable client side monitoring
Client side monitoring allows the interception of all print jobs directly from the application performing
the printing. This mode is helpless if used on print servers and should be enabled only when the agent
iz installed on the computer where an user physically sits and carries out printing. This mode has
restricted functionality on x64 systems: interception will be done if printing will be performed from
32bit applications anly.

[T Enable server side monitoring

Server side monitoring is used when there is no way to install agents on each dient computer. After
enabling this mode, it is necessary to create "mirrored” virtual printers for those printers that you
plan to monitor, After that all print jobs sent to these virtual printers will be intercepted by the
agent, redirected to real printers to which the printer is mirrored, and will be printed out in narmal
way. From now you can use virtual printers as an usual printers: you can share them for access
over network, assign permissions, publish in Active Directory and add them to dient computers as
usual network printers. All print jobs will be intercepted and then redirected to real printers. This
mode has restricted functionality on x64 systems: virtual printers can not be installed on x64
systems.

¥ Start agents after installation

Detailed information and frequently asked guestions < Back Mext = Cancel

In the popup dialog choose modes, in which the agent will run. To choose the right mode, you should
have aook at them first.



Install Agents A
Install Agents
Click Execute to install and start agents.
Host Name P Status | |
GATE 192.168.0.1 Mot installed
Time Message | |
Detailed information and frequently asked questions < Back Execute Cancel

The next step is the installation of agents. During the installation you may see different information
messages, which allow to identify problems and bugs.

If no errors occur during the installation, the process finishes with stattiagagents and putting them
to work.



Starting Agents

The dialog is designed to start one or several agents, stopped before:

Start Agents

Start Agents
Click Execute to start agents,

Host Mame IP Status

W' REDLINE 192,168.0... Started

Tirme Message

Li:' 21:04:03 Starting agent on REDLIME...
'9 21:04:05 Agent successfully started on REDLIME

Detailed information and frequently asked guestions

Ok

Cancel




Stopping Agents

The dialog is designed to stop one or several agents, started before:

Stop Agents

Stop Agents
Click Execute to stop agents.

Host Mame IF Status

o REDLINE 192.168.0... Stopped

Time Message | |
i) 21:06:01 Stopping agent on REDLIME...

& 71:05:03 Agent successfully stopped on REDLINE

Detailed information and frequently asked guestions

Ok

Cancel

Uninstalling Agents

The dialog islesigned to uninstall the agent from computer. While uninstalling the agent all binary and
configuration files are deleted from the computer, the agent was runninghtiention! If the virtual
printers were created on the computer, the agent was runrongthey should be deleted before

uninstalling the agent.

Monitoring Agents

While running, each agent regularly reports on its current status. To see these messages, you should
select one or more agents and click «Agent Events». This command operetasdpbs for each agent
in the Monitorind Event Viewer section, whidatisplaysthe events or errors that occurred on each

agent. This mechanism is rather useful for debugging the agents.




Agent Settings

Each agent has its custom settings. They are

Agent Settings [REDLINE] A

i Monitoring Modes | Client Side Monitoring I Server Side Monitoring I Options |

[T Enable client side monitoring

Client side monitoring allows the interception of all print jobs directly fram
the application performing the printing. This mode is helpless if used on
print servers and should be enabled only when the agent is installed on
the computer where an user physically sits and carries out printing.

This mode can not be used on x64 systems,

[+ Enable server side monitoring

Server side monitoring is used when there is no way to install agents on
each dient computer, After enabling this mode, it is necessary to create
“mirrored” virtual printers for those printers that you plan to monitaor.,
After that all print jobs sent to these wirtual printers will be intercepted
by the agent, redirected to real printers to which the printer is mirrared,
and will be printed out in normal way. From now you can use virtual
printers as an usual printers: you can share them for access over
network, assign permissions, publish in Active Directory and add them to
dient computers as usual network printers. Al print jobs wil be
intercepted and then redirected to real printers.

This mode can not be used on x64 systems,

Both modes are equal and differs by interception method
only. You can enable both modes on one computer, but
usually this is not necessary. In case of use of Terminal
Services any mode is applicable.

oK I Cancel iy

1 operdion modes

9 list of printers under control
9 list of virtual printers

9 different optional settings

To view or edit the agent settings double click on the list element. You may also adjust settings of
several agents at a time. To do it, select one or more aggot need and click «Agent Settings».



Filtering Agent List

If the number of agents is high, then the list element filtering feature may be useful. This dialog will help
forming the list of rules, according to which various list elements will be disglar hidden.

EditfFilter |
— Show only entries that match these conditions:

Field Condition Value

«m Agent Status Equals Started

Gt DlE(Eels
oK I Cancel |

Importing/Exporting Agents List

The «Agents Management» module can save agent list to XML file and recover it later. It is convenient if
you recover the program from the back up copy.



General Settings

The program has a number of satgis that affect work of all the agents at a time if changed.

General Settings £

Snapshots Quality | Document Coverage Ratio I Performance I

— Image Resolution
Worst Low Medium High Best
! 1 1 1 1
|
{small size) {large size)
— IPEG Quality
Warst Low Medium High Best
1 : 1 1 1
-
{zmall size) {large size)

[¥ Convertimages to grayscale

K I Cancel

This dialog allows setting the quality of created images and compression quality of JPEG pictures that
form pages of the document. Use the following rule when adjusting this setting: the libiémage
quality is, the bigger is its size and vice versa.



General Settings ]

Snapshots Quality Document Coverage Ratio | Performance |

— Document Coverage Ratio Calculation

v Enabled
Bladk color threshold, %%
~

— 5 =

1]

QK I Cancel

This dialog helps to specify the accuracy of calculation of the «Document Coverage Rat®theSi

images do not come oudperfect white» or «perfect black, you should specify black coldmréeshold

value (in percentage terms) so that the algorithm could work correctly. Therefore, this option allows, for
example, to adjust the calculation of coating coefficient correctly for printing on gray paper.



General Settings

This dialog box allows you to adjust therfprmance of the system.

The higher this value is, the faster documents are printed and the images of printed documents are
saved, but also the heavier the load on the CPU of the computer where the agent is running is.



Manual Agent Setup Using MSI File

The distribution package of Printer Activity Monitor includes a special setup file which allows manual
installation of the monitoring agent. This setup file may be used if a remote installation of the agent
through the management console is impossibledome reason. It may also be used if administrator
wants to automate installation of agents using Microsoft Active Directory services.

A stepby-step instruction with comments is given below.

1. RunpamAgent.msfile on the computer on which you want to inditRrinter Activity Monitor
Agent It will open acommon software setup wizard.

2. The first step window reports on the version of software being installed. R&gkif you want
to install this version oPrinter Activity Monitor Agent

i'\'!:“ Printer Activity Monitor Agent Setup 5[

@ Welcome to Printer Activity
Monitor Agent Setup Wizard

The Setup Wizard will install Printer Activity Monitor Agent on
your computer, Click Mext to continue or Cancel to exit the
Setup Wizard,

Cancel |

3. Atthe second ste of setup wizard enter IP address or NetBios name of the Data Center on
which you want to run Printer Activity Monitor Agent.

At the second step you may also enable an option which allows rurinter Activity Monitor
Agentin debugging mode.

To male Printer Activity Monitor Agensave the images of printed documents yshould select
the option«Enable creabn of printed documents images

All options may be changed later.



i'é'd Printer Activity Monitor Agent Setup il
Configure Printer Activity Monitor Agent
Flease adjust agent settings and dick M™ext™

Data Center IP address or MetBios name:  |192.1658.0.1

[ Enable debug mode

If this option is enabled, the agent will create detailed technical log of its activity.
Recommended in case of permanent printing issues.

¥ Enable creation of printed documents images

If this option is enabled, the agent will create images of all printed documents and transfer
them to Data Center, Otherwise, images will not be created.

Please note that if this option is disabled, the Printed Documents list will not contain any
information about print jobs (But reparts will be still available).

Red Line Software http: /fwww.Redine-Software.com

= Back

Cancel |

4. At the third step the setup wizard allows to select thenter ActivityMonitor Agent operating
mode

1 Client Side Monitoring

1 Server Side Monitoring

i'.g!,l Printer Activity Monitor Agent Setup El

Configure monitoring modes

Flease select agent maonitoring modes,

[™ Enable dient side monitoring

Client side monitoring allows the interception of all print jobs directly from the application
performing the printing. This mode is helpless if used on print servers and should be
enabled only when the agent is installed on the computer where an user physically sits
and carries aut printing. This mode has restricted functionality on x64 systems:
interception will be done if printing will be performed from 32bit applications only.

[” Enable server side monitoring

Server side monitoring is used when there is no way to install agents on each dient
computer, After enabling this mode, it is necessary to create “mirrored” virtual printers
for those printers that you plan to monitor, After that all print jobs sent to these virtual
printers will be intercepted by the agent, redirected to real printers to which the printer is
mirrored, and will be printed out in normal way. From now you can use virtual printers as
an usual printers: you can share them for access over network, assign permissions,
publish in Active Directory and add them to dient computers as usual netwark printers. Al
print jobs will be intercepted and then redirected to real printers. This mode has restricted
functionality on %64 systems: virtual printers can not be installed on x64 systems.

Red Line Software http://www.Redine-Software. com
Cancel |

< Back




5. In the next step the setup wizard will offer you to enter the password for the user
IUSR_PAM_COMMBRID@GELt is used for connection between software components.

i'.é'a Printer Activity Monitor Agent Setup EI

InterProcess Communication Account I

Specfy InterProcess Communication Account password

Software components can be installed on different computers and need to have an
ability to communicate with each other. For this purposes each component creates
spedal interprocess communication account on the machine where it is installed and uses
this account for authorization tasks when this is required by software logic,

r InterProcess Communication Account

Account name: IILISR_F'Mﬂ_COMMERIDGE

Passwnrd: I SEEBEEEED

MOTE: Specified password must meet complexity requirements adopted in your
organization and all software components must be installed with the same
password. Otherwise you will be faced with interprocess communication
problems.

Red Line Software http: /fwww . Redline-Software.com

< Back I Mext = I Cancel |

6. After the instllation settings have been adjusted the program will display a warning message
Fo2dzi GKS 060S3AAYyYyAYy3d 2F AyaillftriAzyoe LT @2dz
previous steps, clickistall button After that the program will start copyirigrinter Activity
Monitor Agentexecutable files and creating additional data that the software needs to run
properly. The current status of installation process is displayed in the setup wizard window.



i"-!,! Printer Activity Monitor Agent Setup El

Ready to Install
The Setup Wizard is ready to begin the Typical installation

Click Install to begin the installation. If you want to review or change any of your
installation settings, didk Back. Click Cancel to exit the wizard.

Red Line Software http: /fwww.Redine-Software.com

Cancel |

= Back

7. Atthe last step of installation the setup wizard wilsjplay a window confirming successful
finishing of the installation. Click Finish button. The setup wizard will finish its work.

i"-!,! Printer Activity Monitor Agent Setup EI

Completing the Printer
Activity Monitor Agent Setup
Wizard

Click the Finish button bo exit the Setup Wizard,

= Back I Fimish I Zancel




Agent Setup Using Microsoft Active Directory Services

One more method to install the monitoring agents is given belows fifethod allows mass installation
of agents using Active Directory services.

A stepby-step instruction with comments is given below.
Saving Printer Actiity Monitor Agent settings to«.REG file

1. InstallPrinter Activity Monitor Agenbn any computer oftie domain as it is described in the
previous chapter

2. Then runregedit.exeand export the hive:
HKEY_LOCAL_MACHBE-TWARRed Line Softwak@rinter Activity MonitokAgent

3. Save the resulting file by any name, epgmAgent.reg

& Registry Editor =10l x|
File Edit ‘jew Favorites Help
= My Computer A | Mame Type | Data
(-0 HKEY_CLASSES_ROCT [ab](Default) REG_S7 {value not set)
D HEEY _CURREMT_USER CSM REG_SZ 1
-] HARDWARE [ab]oERUG REG_57 1
-0 5aM [ab]GUID REG 57 [457ABAEA-F47D-4620-0F
(0 sECuRITY [ab]macEs REG_5Z 1
=[] SOFTWARE L REG 57 |
-0 covftsy Expand =
-0 Classes Flew »
{:l Clients End...
B+ Gemplus =
{:I Microsoft Delete
{:l QDBC Benarne
B Policies e
“{ Program Groupm
E{:l Red Line Softy  EEMISSIONSY.
EID Printer Act conu ow Mame
g S
{:l Schlumberger
D SECUre ﬂ Fl | |

| Al

|My ComputeriHKEY_LOCAL_MACHINENSOFTWARE Red Ling Software\Printer Activity MonitoriAgent

4. You may also create a tefde and insert the following lines into it:
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINESOFTWARERed Line Software \ Printer Activity
Monitor \ Agent]

"SSM"="0"
"CSM"="0"

"DEBUG"="0"

"IMAGES"="0"

"GUID"="{56A428EC - A036- 481E- AC67- 5COBIOBOECOD}"

"DCIP"="Data Center IP address or NetBios nafne

Creating «.MS file with registry settings



1. Download and instaMicrosoft Office Resource Pakage
http://download.microsoft.com/download/0/e/d/0eda9aed5c9-44be98cF
ccc3016a296a/ork.exe

2. RunCustom Installation Wizard

3. SelectpamAgent.msi setup file

4. Choose «Yes», if a warning message appears


http://download.microsoft.com/download/0/e/d/0eda9ae6-f5c9-44be-98c7-ccc3016a296a/ork.exe
http://download.microsoft.com/download/0/e/d/0eda9ae6-f5c9-44be-98c7-ccc3016a296a/ork.exe













































































































































































































































































































































































































