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Introduct ion  
 

Printer Activity Monitor is a software product for monitoring the efficiency of your company's printer 

usage. With Printer Activity Monitor you can find out which documents are printed on each of the 

selected printers, which employees use printers most often, the number of pages printed, the computer 

ordering the printing, etc. 

 

Printer Activity Monitor benefits: 

 

¶ the software allows to control all the company's printers centrally; 

¶ the software helps to detect and terminate the attempts of the employess to use office printers 

for personal reasons; 

¶ the software really helps you to cut your expenses; 

¶ ǘƘŜ ǎƻŦǘǿŀǊŜ Ǌǳƴǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀƴŘ ŘƻŜǎƴΩǘ ƴŜŜŘ ȅƻǳǊ ƛƴǘŜǊŦŜǊŜƴŎŜΤ 

¶ the software is extremely easy-to-use and allows to start controlling printers within a minute 

after installation; 

¶ the software allows to make a large number of reports and charts that reflect  printers usage 

efficiency; 

¶ the software contains special tools to automate the process of creating and sending the printers 

usage reports to the designated staff; 

¶ the software allows to browse the images of documents in print; 

¶ the software specifies accurately the number of printed pages and the number of copies. 

No office can work without printers. The bigger the company is, the more printers it uses, and 

correspondingly the higher printing infrastructure costs are. The employees who use the office printers 

for personal needs form a considerable share of these costs. Printer Activity Monitor software is 

designed to help solving this problem. 

The software consists of three units: 

The Agent ς is a system service, which permanently runs in memory and collects the data on finished 

ǇǊƛƴǘ ƧƻōǎΦ ¢ƘŜ !ƎŜƴǘ ƛǎ ƛƴǎǘŀƭƭŜŘ ŜƛǘƘŜǊ ǘƻ ǘƘŜ ǇǊƛƴǘ ǎŜǊǾŜǊ ƻǊ ǘƻ ǘƘŜ ǳǎŜǊǎΩ ǿƻǊƪǎǘŀǘƛƻƴǎΦ 

Data Center ς is a system service, which receives data from the agents and accumulates it in the 

database. 

Management Console ς is a snap-in for Microsoft Management Console, designed to administrate the 

software and audit printing. 



 

 



Program features  

 

¶ integration with Active Directory; 

¶ compatibility with Terminal Services; 

¶ compatibility with Microsoft Cluster Server; 

¶ managing all application modules remotely; 

¶ working with an unlimited number of printers; 

¶ installing all application modules separately; 

¶ intercepting the images of printed documents; 

¶ independent of printer types and their manufacturers; 

¶ has task scheduler for automating the creation and delivery of reports. 

¶ possibility to use SQLite, MS Access, MS SQL, MySQL or PostgreSQL as data storage; 

¶ detecting exact print job properties: the number of copies, the number of printed pages and so 

on 

¶ allows generating a great number of reports and diagrams reflecting the efficiency of your 

printer usage; 

¶ reduces your printing expenses; 

¶ monitoring printers in an organization in a centralized way; 

¶ helps prevent attempts to use the office printers for employees' personal use; 

 

System Requirements  
 

These system requirements are valid for all computers application modules will be installed on: 

¶ Windows 2003/2008/XP/Vista (32 bit) 

¶ 512 MB RAM 

The software does not run under Linux, Windows NT 4.0 and the Windows 95/98 family 

  



Management Console 
 

All operations related to configuring and monitoring the application are performed in the management 

console. It is implemented as a Microsoft Management Console snap-in most administrators are familiar 

with. 

You can install the console on any network computer. Two or more administrators can configure agents 

and the data center simultaneously from different computers. By default, the data center is not 

available for remote management for security reasons. To permit it, you should connect to the data 

center from the same computer where it is installed and enable remote management by specifying the 

security login and password. 

The console allows you to perform the following operations: 

¶ installing/removing/starting/stopping agents on remote computers 

¶ managing virtual printers on a certain computer 

¶ monitoring the status of agents 

¶ viewing information about events and errors occurring in every application module 

¶ viewing the images of printed documents and print job properties. The computer must have 

some PDF Viewer installed on it for you to be able to view document images. 

¶ configuring the data center 

¶ backing up and restoring configuration 

 



Data Center 
 

A data center is a system service that can be installed on any network computer. It is used to store the 

configuration of agents and the entire information received from them: document images, information 

about print jobs and so on. Also, this module is used to generate reports and add information about 

print jobs to the database. 

Since this module is supposed to manage large amounts of data (images, database), you should consider 

running it on a dedicated computer. However, it is not a requirement: the data center, the management 

console and the monitoring agent can run on one computer without any problems. 

Several data centers can be installed in one network, each of them can store a separate variant of 

configuration. Correspondingly, the console allows you to connect to any data center by the computer 

name it is running on or by its IP address. The address of the active data center is displayed in the tree in 

parentheses next to the Data Center label. 

 

After you connect to a data center, you can monitor the status of monitoring agents, view the images of 

printed documents and print job properties in the console.  

You should note one important thing: the management console cannot operate without a running data 

center. When you install monitoring agents from the console connected to a certain data center, agents 

are linked to the current data center. Therefore, they can send data and images only to it. To link an 

agent to another data canter, you should first remove it (agent) and install it again while being 

connected to the new data center. After that the agent acquires a new host and starts sending 

documents to it. 

 



Agents 
 

The principle of data collection has been modified most of all. In the previous versions of the program 
data collection was based on notifications received from the print spooler and also on the SPL files of 
images it creates. This mechanism has a considerable advantage: there is no need to configure anything. 
It is enough just to install the program, select a printer and data will be collected. At least, that's the way 
it is supposed to be. However, life is known for making its corrections. The same happened to Printer 
Activity Monitor. In real life, the program started to experience problems getting valid data from the 
print spooler. The print spooler supplied invalid information. As a result, reports could seriously differ 
from actual data: copies did not coincide, zero or enormously large number of printed pages could 
appear, the names of printed documents were not what they actually were and, finally, document 
images were not visible. Of course, all that occurred far from all the time, but as soon as the problems 
emerged, it was impossible to solve them because very often it was the printer driver developers' fault ς 
they just ignored the driver specifications. 
All that made us revise our approach to data collection and implement mechanisms that make it 

possible to get 100% precise information about print jobs. 

We came down to two methods: collecting data directly on the user computer and virtual printers. 

 

Collecting Data on Workstations - Client Side Monitoring  

 

This mode implies installing the agent on the user computer print jobs are directly sent from. In this 

case, it does not matter what printers are used for printing: local, shared (printers physically located on 

another computer but having a shared access), network (connected directly to the local area network of 

the organization). The agent intercepts information about the print job directly from the application it is 

sent from. It allows us to rest assured that all job properties will be always detected correctly and the 

document image will be always correctly intercepted and saved. 

Besides, this method makes it possible to get additional job properties, such as the process name of the 

application the print job was created in: Microsoft Word, Excel, Internet Explorer and so on. 

So, the Client Side Monitoring mode must be activated on those agents that are installed on computers 

users physically sit at and print documents from. 

 



Collecting Data on Print Servers - Server Side Monitoring  

 

If it does not make sense to install agents on client computers or it is impossible for some reason, you 

can install the agent on the print server and activate the Server Side Monitoring mode. This mode has 

been designed for those cases when the program is installed on print servers where shared printers 

used by all network users are installed, but from which no printing is done. That is, the user neither sits 

at this computer nor generates print jobs from it. 

Unfortunately, it is not enough just to activate this mode. The agent does not monitor any printers 

installed on the print server. It monitors only virtual printers created by it. 

A virtual printer is a regular Windows printer whose main purpose is to intercept a print job sent by the 

user and redirect this job to the physical printer. This printer differs from a regular one in no other way. 

You can use it for printing, you can share it on the network, you can publish it in the Active Directory, 

you can assign access rights to it and so on. 

Thus, to be able to control a printer installed on the server, you have to create a virtual duplicate printer 

for it and make users use it for printing instead of the original physical printer. After receiving a print 

job, the virtual printer automatically generates a job and directs it to the physical printer. Of course, it 

saves the image of the document and all job properties before that. 

You should follow these rules while creating virtual printers: 

¶ create a virtual printer from the management console using a special wizard 

¶ edit the parameters of virtual printers and delete them also using this wizard 

¶ before you remove an agent from the print server, delete all virtual printers created with it and 

restore the status of physical printers. You should use the same virtual printer wizard for that 

¶ one virtual printer can direct print jobs to one printer only 

¶ several virtual printers can direct jobs to one and the same printer 

¶ a virtual printer can direct jobs to another virtual printer created earlier 

¶ a virtual printer completely copies the properties of its printer and supports all its features 

¶ if the agent switches to the Stopped status or the Server Side Monitoring mode is disabled in its 

settings, virtual printers will continue to exist and to operate. But data and document images 

will not be collected in this case. Physical printers continue printing in the regular way and the 

office continues its work. 

 



Comparing the Client Side Monitoring and Server Side Monitoring Modes  

 

 Client Side Monitoring Server Side Monitoring 

Print job interception Client computer Print server 

Installing the monitoring agent on every client 

computer 

Yes No 

Reconfiguring the existing printing infrastructure  No  Yes  

Getting document images Yes 

 

Yes 

Getting the name of the process the print job 

was created in 

Yes Yes 

Exact information about the number of printed 

pages and other job properties 

Yes Yes 

 

 You can see from the table that both modes are the same concerning the features and differ only in the 

way they are installed, configured and run. Each administrator must choose the variant that suits his 

network best. Keep in mind that you can combine both methods for a more flexible approach to the 

problem of the application configuration. 

 



Agents Management  
 

All operations of installation, deleting and configuring the agents may be performed remotely in Agents 

Management console section. 

 

To start working with the section you should specify the list of computers, to which the agents are to be 

installed. To do it, select «Add Computers». 

 

The pop-up dialog will help make several simple steps and set the range of addresses of the local area 

network, to which the agents will be installed later. 



 

To successfully install the agent on a remote computer, the program administrator should have local 

administrative privileges on the remote computer. If a domain network is used, that is usually a Domain 

Administrator. If no domains are used, then logins and passwords for access to each remote computer 

are required. 

The Accounts dialog is designed for this purpose. 



 

As is seen from the figure, it is possible to specify a single master login and password as well as several 

additional accounts, which will be used to install the agents on the corresponding computers. 

 



Installing Agents  

 

To install the agent select the list of computers, on which you want to install the agent, and click «Install 

Agents». 

 

In the pop-up dialog choose modes, in which the agent will run. To choose the right mode, you should 

have a look at them first. 



 

The next step is the installation of agents. During the installation you may see different information 

messages, which allow to identify problems and bugs. 

If no errors occur during the installation, the process finishes with starting the agents and putting them 

to work. 

 



Starting Agents  

 

The dialog is designed to start one or several agents, stopped before: 

 

 



Stopping Agents 

 

The dialog is designed to stop one or several agents, started before: 

 

 

Uninstalling Agents  

 

The dialog is designed to uninstall the agent from computer. While uninstalling the  agent all binary and 

configuration files are deleted from the computer, the agent was running on. Attention!  If the virtual 

printers were created on the computer, the agent was running on, they should be deleted before 

uninstalling the agent. 

 

Monitoring Agents  

 

While running, each agent regularly reports on its current status. To see these messages, you should 

select one or more agents and click «Agent Events». This command opens separate tabs for each agent 

in the Monitoring\Event Viewer section, which displays the events or errors that occurred on each 

agent. This mechanism is rather useful for debugging the agents. 



Agent Settings 

 

Each agent has its custom settings. They are: 

 

¶ operation modes 

¶ list of printers under control 

¶ list of virtual printers 

¶ different optional settings 

To view or edit the agent settings double click on the list element. You may also adjust settings of 

several agents at a time. To do it, select one or more agents you need and click «Agent Settings». 

 



Filtering Agent List  

 

If the number of agents is high, then the list element filtering feature may be useful. This dialog will help 

forming the list of rules, according to which various list elements will be displayed or hidden. 

 

 

Importing/Exporting Agents List  

 

The «Agents Management» module can save agent list to XML file and recover it later. It is convenient if 

you recover the program from the back up copy. 

 



General Settings 

 

The program has a number of settings that affect work of all the agents at a time if changed. 

 

This dialog allows setting the quality of created images and compression quality of JPEG pictures that 

form pages of the document. Use the following rule when adjusting this setting: the better the image 

quality is, the bigger is its size and vice versa. 



 

This dialog helps to specify the accuracy of calculation of the «Document Coverage Ratio». Since the 

images do not come out «perfect white» or «perfect black», you should specify black color threshold 

value (in percentage terms) so that the algorithm could work correctly. Therefore, this option allows, for 

example, to adjust the calculation of coating coefficient correctly for printing on gray paper. 



 

This dialog box allows you to adjust the performance of the system. 

The higher this value is, the faster documents are printed and the images of printed documents are 
saved, but also the heavier the load on the CPU of the computer where the agent is running is. 

 



Manual Agent Setup Using MSI File 

 

The distribution package of Printer Activity Monitor includes a special setup file which allows manual 

installation of the monitoring agent. This setup file may be used if a remote installation of the agent 

through the management console is impossible for some reason. It may also be used if administrator 

wants to automate installation of agents using Microsoft Active Directory services. 

A step-by-step instruction with comments is given below. 

1. Run pamAgent.msi file on the computer on which you want to install Printer Activity Monitor 

Agent. It will open a common software setup wizard. 

2. The first step window reports on the version of software being installed. Click Next if you want 

to install this version of Printer Activity Monitor Agent. 

 

 

3. At the second step of setup wizard enter IP address or NetBios name of the Data Center on 

which you want to run Printer Activity Monitor Agent.  

 

At the second step you may also enable an option which allows running Printer Activity Monitor 

Agent in debugging mode.  

To make Printer Activity Monitor Agent save the images of printed documents you should select 

the option «Enable creation of printed documents images». 

All options may be changed later. 



 

 

4. At the third step the setup wizard allows to select the Printer Activity Monitor Agent operating 

mode: 

¶ Client Side Monitoring 

¶ Server Side Monitoring 

 



5. In the next step the setup wizard will offer you to enter the password for the user 

IUSR_PAM_COMMBRIDGE that is used for connection between software components.  

 

6. After the installation settings have been adjusted the program will display a warning message 

ŀōƻǳǘ ǘƘŜ ōŜƎƛƴƴƛƴƎ ƻŦ ƛƴǎǘŀƭƭŀǘƛƻƴΦ LŦ ȅƻǳ ŘƻƴΩǘ ǿŀƴǘ ǘƻ ŜŘƛǘ ǘƘŜ Řŀǘŀ ȅƻǳ ŜƴǘŜǊŜŘ ŀǘ ǘƘŜ 

previous steps, click Install button. After that the program will start copying Printer Activity 

Monitor Agent executable files and creating additional data that the software needs to run 

properly. The current status of installation process is displayed in the setup wizard window. 



 

 

7. At the last step of installation the setup wizard will display a window confirming successful 

finishing of the installation. Click Finish button. The setup wizard will finish its work. 

 

 

 



Agent Setup Using Microsoft Active Directory Services 

 

One more method to install the monitoring agents is given below. This method allows mass installation 

of agents using Active Directory services. 

A step-by-step instruction with comments is given below. 

Saving Printer Activity Monitor Agent settings to «.REG» file 

1. Install Printer Activity Monitor Agent on any computer of the domain as it is described in the 

previous chapter 

2. Then run regedit.exe and export the hive: 

HKEY_LOCAL_MACHINE\SOFTWARE\Red Line Software\Printer Activity Monitor\Agent 

3. Save the resulting file by any name, e. g. pamAgent.reg 

 

4.  You may also create a text file and insert the following lines into it: 

 

Windows Registry Editor Version 5.00  

 

[HKEY_LOCAL_MACHINE\ SOFTWARE\ Red Line Software \ Printer Activity 

Monitor \ Agent]  

 

"SSM"="0"  

"CSM"="0"  

"DEBUG"="0"  

"IMAGES"="0"  

"GUID"="{56A428EC - A036- 481E- AC67- 5C0B9060EC0D}"  

"DCIP"="Data Center IP address or NetBios name"  

 

Creating  «.MST» file with registry settings 



1. Download and install Microsoft Office Resource Pakage: 

http://download.microsoft.com/download/0/e/d/0eda9ae6-f5c9-44be-98c7-

ccc3016a296a/ork.exe 

2. Run Custom Installation Wizard 

 

 

3. Select pamAgent.msi setup file 

 

4. Choose «Yes», if a warning message appears 

 

http://download.microsoft.com/download/0/e/d/0eda9ae6-f5c9-44be-98c7-ccc3016a296a/ork.exe
http://download.microsoft.com/download/0/e/d/0eda9ae6-f5c9-44be-98c7-ccc3016a296a/ork.exe









































































































































































































































































